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Tender Notice

. Quotations are invited from reputed companies/firms for purchasing
DMARC mailing system for 25 users & having 1 GB Space. Interested
companies/firms may obtain the Request for proposal (RFP) with
specifications,terms & conditions etc. available at bank’s website
http://isbsatara.com, under tender section from 22/10/2020 onwards upto
31/10/20(upto  5:30 Pm). Last date for submission of quotations is
31/10/2020. Bank reserves the right to accept or reject any or all the
quotations received.

} Janata Sahakari Bank Ltd.,Satara

Place:- Satara
Date :- 21/10/2020




Sr. Specification for Centralized & Secure Email Solution

No.

1. Solution architecture should be Hybrid (In house email software and cloud service). -

2. In-house email software (Server) should be platform independent.

3 Solution should have two factor authentications with OTP at both level (On premises &
cloud).

4, Solution should have two factor authentication with QR code at both level (On premises
& cloud)

3, Solution must have policies like DKIM, DMARC, SPF etc.

6. Solution should provide SSL support for encrypted communication.

7. Solution should have Anti-Threat protection at three layers.

8. Device based authentication should be available (MAC & Browser fingerprint based).

9, Solution should have network based authentication.

10. Solution should have option for international IP restrictions.

1L Solution should have Email backup & Archival.

-4 Solution should have end-to-end encryption.

13 NDA & SLA should be signed under Indian IT Act-2008.

14. Anti-Virus & Anti-Spam should be at both level (Cloud and local).

15. Attachment control solution.

16. Audit Logs (In-house application and Cloud service).

17. Supports IDN Bharat domains for sending and receiving emails
from email address using IDN domains (Marathi & Hindi
Domains etc.)

18. Infected Email Quarantine System.

19. Email Moderation- Moderate for incoming and outgoing mails
By Manager approval.

20. Brute force login attack prevention solution.

21. IPV6 Specification Compliance.

22. Strong Protection against Embedded links in emails.

23 Quotation required for 1 year / 3 years & 5 Years.




